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About us

Cloud Consultancy for Digitalization & Security —
CCDSisan IS0 27001 &S0 9001 Certified Company
Specialized in IT and Information Security which has
its international headquarters in the UAE. It also has
branch offices throughout the MENA Region with
its premier office in Saudi Arabia. Innovative and
professional in its approach, it always partners with
best-in-class products and services, to identify and
solve security threats and issues for its clients.
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Our Mission

Offer innovative and hi-tech IT solutions on a turnkey
integrated basis that match perfectly with the business
needs of our customers to help them enhance their
productivities and bottom lines. In the process, we
ensure that our internal and external stakeholders
benefit meaningfully.

Our Vision

We envision upgrading the processes and systems of
our clients so that they are able to excel in their industry
and area of work, in a safe and secured manner.
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From the Desk of CEO

| would like to welcome you all at CCDS website. Our
vision has always been to be a leader at IT industry
by leading the IT transformation at middle east, we
used to look for the IT futures and introducing the
best-in-class technologies vendors to the market,
which cover end to end solutions and services, which
is implemented and managed by a highly qualified
engineer.

Furthermore, we have built our own software portfolio
which led the process automation and digitalization.
At CCDS, we always provide our customers with
state-of-the-art solutions considering the cost,
security, performance, and operations.

Our aim is to build a long-term partnership with our
customers and vendors by working with them very
closely to help and support them to achieve their
business needs and goals

Ahmed Fathy
Chairman & CEO
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Managed Services

Red Team Services

GRC & Consultation Services

Digital Forensic &
Incident Response Services

Blue Team Services

Security Awareness Program

OUR SERVICES
HBEHEHHEHEB
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CYBER SECURITY SERVICES

» Internal & External Network Penetration Testing
» Web Application Penetration Testing

» Social Engineering & Awareness Program

» Mobile Application Penetration Testing

» Cyber Security Architecture & Risk Management
» Red Team & Blue Team

» Cyber Intelligence & Brand Protection

» Client-Side (physical)Penetration Testing

» Wireless Network Penetration Testing

» Cybersecurity Governance & Compliance

» Incident Handling & Forensic Analysis

» Application Source Code Review.

» Infrastructure Configuration Audit/ Design
Assessment

» Internal & External Vulnerability Scanning
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Network Security
Solutions

Cyber Security
Solutions

Digitalization
Solutions

Passive Network
Solutions

Infrastructure
Solutions

Physical Security
Solutions

EEHEHEHE
OUR SOLUTIONS
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NETWORK SECURITY SOLUTION
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»

Network Access Control (NAC/BYOD)
Unified Endpoint Management (UEM/MDM)
DDI & DNS Security

Client & Patch Management

Change Configuration Management (CCM)
Vulnerability Management (VA)

Privileged Access Management (PAM)
Multi Factor Authentication

Log Management / SIEM

Context Based Threat Intelligence

User Behavior & Entity Analytics (UBEA)
Incident response & Orchestration

Web Gateways / Email Gateways
Application Control

Malware Sandboxing

»

»

»

»

»

»

»

»

»

»

»

»

»

»

Data & Link Encryption Keys Management
Next Generation Endpoint Security
Exploit Detection and Response (EDR)
Next Generation Firewall (NGFW)
DDOS Protection & Mitigation

Secure Remote Access (SSL VPN)
Data Classification

Endpoint & Network based DLP
Application Security (WAF/LB)

Secure File Sharing

|ldentity Access Managemen

Physical and Virtual Endpoint
Database Monitoring

File Integrity Monitoring (FIM)
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CCDS MANAGED SERVICES

Security Dashboard

24/7 Monitoring & Investigations

Network Access Control . | e % \

Endpoint Detection/Response
NGSIEM

Vulnerability Scan & Detection

Inventory Control and Query any OS
Automation Policies Infrastructure Automation: (Syslog, REST, SSH/WMI)
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Focused on mid-market
SOC as a service

== —=
Threat Hunting Security Hygiene

-
(3 .
-
2 0 + Use Cases e X'é@
Virtual CISO Incident Response

Functions

Prime

Platforms
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IT TAKES A

CUTTING-EDGE
Cloud
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DIGITALIZATION & SECURITY

TO SECURITY OPERATIONS CENTER (SOC)
CYBERSECURITY
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DIGITALIZATION & SECURITY

SOC
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Experts in IT and cyber security

» Remediating cyber threats and vulnerabilities
Qualified security experts

A partner you can trust

A tailored approach which suits your business model
NG SIEM
Endpoint Detection & Response (EDR)
FIM
24/7+365 Monitoring and Alerting
» Ticketing system

» Reporting Portal

» Vulnerability scan and management

» Cybersecurity Threat Hunting platform

» Daily/weekly/Monthly Report

» Monthly Meeting with the SOC Manager.
» Account Project management
Remotely Professional services

Forensic and IR services
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Consultation Program

Virtual Chief Information Security Officer

Qualified Personnel to address compliance,
architecture, policy and security concerns without
creating a project. This disruptive approach to
staffing senior resources allows the value of years
of experience dedicated to your account without the
costly and time-consuming process of managing
projects and initiatives individually. Use your CISO
when you need advice, a deliverable that can be
templated or on small projects.

yAS %, 1966112388882 (Operation Support Center)
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Qualified Policy

Personnel Templates
~ l ”
&=
Compliance Architecture

Advisory Reviews
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MENA FOOTPRINT e REGIONAL OFFICES

O Riyadh
Saudi Arabia

D> Dubal

United Arab Emirates

O, Cairo
Egypt

> Kenya

Africa
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